BOOK OF RULESFOR PERSONAL DATA PROTECTION

Macedonian Bank for Development Promotion

In accordance with Article 62 of the Statute of Macedonian Bank for Development Promotion
AD Skopje, and pursuant to the Personal Data Riotetaw (Official Gazette of RM no. 7/05,
103/08 and 124/10), the Board of Directors of tlamiBadopted this Book of Rules.

|. GENERAL PROVISIONS
Article 1

The Book of Rules for personal data protection l&gs the protection of personal data as
fundamental freedom and human right, and in pddicthe right to privacy with respect to the
processing of personal data in the Macedonian BankDevelopment Promotion (hereinafter:
MBDP).

II. DEFINITIONS
Article 2
In the Personal Data Protection Law and this BddRudes the terms have the following meaning:

1. Personal data means any information relating to an identifieddantifiable natural person,
and identifiable person means a person who candéstified, directly or indirectly, in
particular by reference to an identification numioerto one or more factors specific to
person’s physical, physiological, mental, economidtural and social identity;

2. Processing of Personal Data means any operation or set of operations whigieréormed
upon personal data, by automatic means or othervgigeh as collection, registration,
organization, storage, adaptation or alteratiomrieneal, consultation, use, disclosure by
transmission, publishing or otherwise making avddaalignment, combination, blocking or
destruction;

3. Personal data filling system means any structured set of personal data whelae@essible
according to specific criteria, whether centralisgelcentralised or dispersed on a functional
or geographical basis;

4. Data subject means any natural person to whom the processededate,

5. Controller means Macedonian Bank for Development Promotion. Abe controller
determines the purposes and means of the procesfsiegsonal data;

6. Processor of personal data means a natural or legal person, or public authavhich
processes personal data on behalf of the controller

7. Third party means any natural or legal person other than dkee slibject, the controller, the
processor and the person who, under the direcoatyttof the controller or the processor,
are authorised to process the data;

8. Recipient means a natural or legal person, public authartgther body to whom data are
disclosed for performing regular operations in adaace with law;

9. Consent of the data subject means any freely and explicitly given statementhaf data
subject’s wishes, by which the data subject cossémtthe processing of personal data
relating to him for previously defined purposes;



10. Special categories of data means personal data revealing racial or ethnigimripolitical
opinions, religious, philosophical or other belietsade union membership, and data
concerning people’s health, including genetic daitanetric data or data related to sex life.

[11. PROCESSING OF PERSONAL DATA
Article 3

As a rule, processing of personal data shall beenweda basis of a previously obtained consent of
the data subject. As an exception, data may beepsed without the data subject’s consent for
performance of a contract to which the data subfegarty or at a data subject’s request prior to
entering into a contract, for compliance with aalegbligations to which the Bank is subject and in
other cases laid down by law. Personal data in MBID& processed in accordance with law, for
specified, explicit and legitimate purposes and precessed in a way compatible with those
purposes.

Article 4

MBDP shall provide full confidentiality, integritygvailability and protection of personal data amd t
any natural person shall guarantee for the prateotif the personal data without discrimination
based on person’s nationality, race, colour of $kim, religious beliefs, ethnic belonging, sex,
language, political and other convictions, matepasition, birth origin, education, social origin,
citizenship, place and type of residence or angroplersonal characteristics.

Article 5

MBDP processes the personal data of the Bank emetowith respect to the employment contract
and the personal data of the members of the SigoeywBoard and other bodies of the Bank for
identification and fulfilment of the rights and adtions of the data subjects.
For processing the data referred to in paragraphthis Article, consent of the data subject is not
necessary.

Article 6

MBDP shall not process any special categories. data
Notwithstanding the provision of paragraph 1 o§tArticle, the Bank shall process special
categories data, if necessary, for:

« Carrying out the specific rights and obligationsto controller in the field of labour rights,
to the extent and with appropriate guarantee sé&wy referring to this matter;

« Protection of the vital interests of the data scibge of another person where the data subject
is physically or legally incapable of giving hisnsent;

« Performing activities of public interest set bylar on a basis of a decision by the Office
for Personal Data Protection;

Article 7

The identification number of an individual may bregessed only with prior explicit consent of the
data subject and for exercising the legal right$ @ligations of the data subject or MBDP and in
other cases laid down by law.



MBDP shall ensure that identification number ofi@gividual is not unnecessarily visible, published
or taken over from the personal data filling system

Article 8

Personal data may be received and processed omihelauthorised officer in MBDP in accordance
with special decision passed by the Bank Boardioddiors.

The MBDP authorised officer may use the receivatimocessed data only for the purposes for
which the data were collected and in a manner ctibipavith those purposes.

IV.VIDEO SURVEILLANCE
Article 9

In order to protect the life and health of emplsygaevent an unauthorised entry in the Bank and in
particular in the information system of the Bankdao protect its property, the Bank is under
surveillance.

The Bank has 24 hours surveillance of the entrythe Bank building and its premises.
The video surveillance is automated and the stodagation of the recording solely depends on the
size of the operating memory of the PC used foresliance, since there is an automatic erasure and
rerecording on the available memory, but in anyean not be longer than 30 days. Erasure takes
place in sequence, starting with the oldest data.

V.ENTRENCE REGISTARTION
Article 10

The Bank keeps records of entrance and exit af f@rsons in order to protect the property, life or
body of the Bank employees and visitors and fommaaiing order in the premises.

Track records of check-in and check-out in the Baekkept by taking name and surname of the
visitor and the employee he is visiting. If necegspersonal data of the visitor may be checked
against his personal identity document.

Track records referred to in the previous paragsdil be kept for one year.

VI.RIGHTS OF DATA SUBJECT
Article 11

MBDP shall, at the time of collection of personatalfrom the data subject, provide the latter with
the following information:

- the identity of the controller and his contact dsfa

» the purpose of the data processing,

- the recipients or the category of recipients ofghesonal data,

- the obligation to provide reply to the questions,

- the possible consequences of failure to reply,

« the existence of the right of access to and reatifon of the data.

MBDP shall not inform the data subject, if he aftgdhas the data referred to in the previous
paragraph.



In case the collection of data referred to in peaply 1 of this Article is carried out by a
Questionnaire, the Questionnaire must stipulatthéf questions are obligatory or voluntary, the
possible consequences of failure to reply, dataathe@ recipient and the right to agree with theada
processing.

MBDP shall inform the data subject for the rightaattess and rectification of the data, if necessary
taking into account the specific circumstancesatadollection, in order to enable fair processihg
his data.

VII. CONFIDENTIALITY AND SECURITY OF DATA PROCESSING
Article 12

MBDP shall be obliged to provide data confidentjaiand security, and to process the data in
accordance with its authorisations. MBDP authorigters who have right to access or process
the personal data, must not disclose them, i.g¢. sheuld disable the access of the unauthorised
persons to the personal data. Obligation of the MBddnployees to protect the personal data shall
continue after termination of the position, empl@y carrying out operations related to personal
data processing.

Article 13
MBDP shall not use the personal data for the pwpdsadvertising.
Article 14

In order to provide secrecy and protection of tkespnal data processing, MBDP shall implement
appropriate technical and organizational measuveprotect personal data against accidental or
unlawful destruction, accidental loss, alteratiomauthorised disclosure or access, in particular
where the processing involves transmission of datx a network, and against all other unlawful

forms of processing. MBDP shall implement apprdpriadministrative, technical and physical

measures and controls in compliance with the astedd security standards of the information

system, appropriate to the risks represented byptbeessing and the nature of the data to be
protected.

Special data categories and identification numbeeay be transmitted over telecommunication
networks only if they are specifically protected &ypropriate methods making them unreadable
during transmission.

Article 15

MBDP shall store and protect the personal datauauntsto the provisions of the Law on Personal
Data Protection and this Book of Rules. The BanlarBoof Directors shall give authorisation to
persons who will process the personal data in thekBThe authorised person for personal data
processing must know the principles for safety efspnal data prior to his access to personal data
and must process data in accordance with Bankuetgins, unless otherwise stipulated by law.
MBDP shall keep records of the employees authorisedata processing. The Board of Directors
appoints a data protection officer whose respolits#isi are defined by law.

VIIl. KEEPING PERSONAL DATA FILLING SYSTEMS

Article 16



MBDP shall keep filling system of the personal datathe employees and filling system of the
members of the management and other bodies ofahk. Bf necessary, other filling systems may be
kept at MBDP.

Article 17
MBDP shall keep the personal data of the Bank eygale for a period of 45 years. Personal data of
the members of the management bodies and otheesoélithe Bank shall be kept as long as they
serve the purpose they were processed for. Perstatal of the entities related to the credit
agreements and business relations of the Bank &ealkept until the end of the obligation
established by each agreement.
IX. TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES

Article 18
MBDP shall not provide transfer of personal datahiod countries. As an exception, MBDP may
provide transfer of personal data in accordancén witticle 33 of the Law on Personal Data
Protection.
X. DISCLOSURE OF PERSONAL DATA TO RECIPIENTS

Article 19
MBDP shall disclose personal data to recipients tyasis of a written request by the recipientef t

data are needed for carrying out operations witténlegitimate responsibilities of the recipiendan
if their disclosure is not forbidden by law.

XI. FINAL PROVISIONS
Article 20

Provisions of the Law on Personal Data Protectiail eipply to the matters not regulated herein.
Article 21

This Book of Rules for Personal Data Protectionlsaer into force on the date of its adoption by
the Bank Board of Directors.



